TP- SSH

AAAAAAAAAAAA



SSH c'est quoi ?

SSH, OU SECURE SOCKET SHELL, EST UN
PROTOCOLE RESEAU QUI PERMET AUX
ADMINISTRATEURS D'ACCEDER A DISTANCE A UN
ORDINATEUR, EN TOUTE SECURITE. SSH




root@cdeblan:“# which ssh

Commande "Which SSH" — =

NOUS OBTENONS LE CHEMIN VERS LE DOSSIER
SSH




Connexion SSH
avec Putty

. 167's password:
0-17-amd64 #1 SMP PREEMPT DYWAMIC Debian 6.1.659-1 (20

nux comes Wi

applicable law.

ELY NO WARRANTY, to the extent

CONNEXION A DISTANCE



Ouverture du
dossier de

configuration du
SSH

GRACE A LA COMMANDE "NANO
/ETC/SSH/SSHD CONFIG

ON NE PEUT PAS SE
CONNECTER AVEC LE "USER"
CAR IL N'EST PAS ADMIN

fetcfssh/sshd config




Changement port 22 en
2022

# sshd_config(5) for more information.

&

W
g 1
.
Include setc/ssh/sshd_config.dsx.conf
“ort 2022
DANS LE FICHIER VU PRECEDEMMENT,
CONFIGURATION DU PORT D'ECOUTE

‘usrsbin: shin: Zusr/games




connexion

SI L'ON SE RECONNECTE ON VA POUVOIR CAR LES MODIFICATIONS
NE SONT PAS PRISES EN COMPTE ENCORE CEPENDANT APRES UN
REDEMARRAGE DE LA MACHINE LE PORT AURA OFFICIELLEMENT

CHANGE

Pour quoi faire ?

CHANGER DE PORT PERMET DE PAS SAVOIR QUE C'EST UN SSH ETANT DONNE
QUE LE PORT 22 EST SOUVENT ASSOCIE AU SSH




Connexion en
changeant le port o

pa r
Linux debian 6.1.0-17-amdé4 #1 SMP PREEMPT DYNAMIC Debian 6.1.639-1 (2023-12-30)

x86 64

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for eact

are described in the

individual files in /usr/share/doc/*/copyri

~ht
igntc

BnonT

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

16:05:23 2024 from 192.168.20.165

DANS PUTTY J'AI SAISI
LLE LE PORT 2022 ET JE
ME SUIS CONNECTE




Changement pour ajout du

rOOt ALoginGraceTime Zm
permitRootLlogin without-password

POURQUOI EST-CE QUE LA PERMISSION DONNEE (OU PAS) A ROOT

EST-ELLE IMPORTANTE A MAITRISER ?

C'EST IMPORTANT CAR LA MOINDRE PERSONNE QU ARRIVE A
\Y 'E R

CONNECTER EN ROOT PEUT FAIRE CE QU’'IL VEUT C
FAUT SAVOIR L'UTILISER




Permis empty passwords no

CETTE OPTION PERMET D'AUTORISER OU NON DES
CONNEXIONS AVEC UN COUPLE IDENTIFIANT/MOT DE
PASSE MAIS EN AUTORISANT QUE LE MOT DE PASSE
SOIT VIDE. CECI EST UNE ABERRATION DU POINT DE

VUE SECURITE. PAR DEFAUT, CETTE OPTION EST SUR
« NO ».



Permisrootaccess without-
password

PERMET DE SE CONNECTER AVEC MOT DE
PASSE MAIS UNIQUEMENT AVEC LA
MACHINE ORIGINELLE SUR



Création des
utilisateurs :

ADDUSER (NOM UTILISATEUR)

LES UTILISATEURS : USERI,
USER2, USERS3




Création des groupes :

ADDGROUP (NOM GROUPE)

LES GROUPES : ETUDIANTS, SSH




Ajouter un utilisateur a un
groupe

COMMANDE : USERMOD -G (GROUPE)
(UTILISATEUR)

POUR ATTRIBUER DEUX GROUPES AU USERL:
USERMOD -G ETUDIANTS,SSH USERI1




Mot de passe utilisateurs : a

*****.

CHPASSWD (TAPEZ ENTREE)
USER1:PASSWORDI1 (TAPEZ ENTREE)
USER2:PASSWORD1 (TAPEZ ENTREE)

USER3:PASSWORDI1 (TAPEZ ENTREE)

(TAPEZ CTRL-D) root@debian: shome# chpasswd
userl:Passwordl
users:Passwordl
userd:passwordl

o= 1 1 '




Connexion au ssh via le client

debianl2@debian:~% ssh 192.168.1.33
debianl2@192.168.1.33's password:
Linux debian 6.1.@-17-amd64 #1 SMP PREEMPT_DYMAMIC Debian 6.1.69-1 (2023-12-30) xB6_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.
Last login: Sun Feb 4 13:49:25 2024 from 192.168.1.33




Droits d'acces

ETANT DONNE QUE L’ACCES AUX REPERTOIRE

DES UTILISATEURS EST IMPOSSIBLE NOUZS

ALLONS DEVOIR DONNER LES DROITS AUX ~bash:
UTILISATEURS POUR POUVOIR CREER LES SOUS-

REPERTOIRE “.SSH”

rootddebian: shome# chmod 777 userl
root@debian: shome® ls -1

total 26

drwx------ 16 debianil? debianlz 4695
drwx------ 5 maxime maxime 4696
druxruxrus 2 userl useril 4896
druws------ 2 users users 4696
drws------ 2 Users users 4696

rootddebian: shome# chmod 777 useres
rootddebian: shome# chmod 777 users
root@debian: shome® 1s -1

total 26

drwx------ 16 debianl? debianlz 4696
drwg------ 5 maxime maxime 46946
drwxrwxru= 3 userl useril 4894
druxrwx=ru= 3 users Users 4894

drw=rw<rux: 3 users3 user3 dE96

cd:

O R L

N N A R

user:

Janv.
fevr.
fevr.
fevr.
feur.

Janwv.
fevr.
feur.
fevr.
fevr.

15:
16:
12:
12:
12:

15:
16:
13:
13:
13:

debianl2@debian: fhome$ cd userz

Permission non accordée

e
22
20
20
a1

Ja
22
=l
o
ol

debianl?
max 1me
userl
users
Users

debianl?
max 1me
userl
users
userd




Désormais l'acces aux

répertoires est possible je

vals donc creer les .——r
repertoire “.ssh” e e o ers

@debian: /home/user2% mkdir .ssh

@debian: /home/usexr2% cd ..
@debian: /home% cd user3
@debian: /home/usexr3% mkdir .ssh
@debian: /home/usexr3s




Création du fichier .ssh
dans le /home de root

root@debian:™% cd AShome
rootddebian: sfhomed mkdir .ssh




On donne les droits sur le

fichier .ssh

COMMANDE CHM

root@debian
root@debian
root@debian
root@debian
root@debian
root@debian
root@debian

:"# cd shomesuserl
s Shomesuser 1
:Shamesuser ¥
:‘homesuser ¥
s Shomesuser2d
:haomesuserz#
:Shomesuser3d

1=

chmod @778 ™/ .ssh
cd Jhomesusery
chmod é778 s .ssh
cd shomesusers3
chmod &778 ™/ .ssh




Génération d'une clé:

maxime@debian:~$%$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/maxime/.ssh/id rsa):
Created directory '/home/maxime/.ssh’'.

Enter passphrase (empty for no passphrase): |

PASSPHRASE : AZERTY59




root@debian:~# ssh-keygen -t dsa -f /home/user2/.ssh/id dsa
Generating public/private dsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/user2/.ssh/id dsa

* /
Your public key has been saved in /home/user2/.ssh/id dsa.pub
enera lOn eS C e Sur The key fingerprint is:

SHAZ256: imBVTBKLKjJiLHLd7 c4pRvxeFe3FLC6+NmikoQwcil4 root@debiar
The key's randomart image is:

comptes clients IR

|+0.0.. + o.. |
| . . .0+ -
|. ..+50 |
| E  +0.%. |
| oL+ |
| ..0.. 0+ |
COMMANDE : I S

"SSH-KEYGEN -T DSA -F (CHEMIN VERS LE COMPTE)/.SSH/ID_DSA"
ON LE FAIT POUR TOUT LES UTILISATEURS




Deux fichiers sont
Créeé

SUITE AU "NANO ID_DSA"

----BEGIN OPENSSH PRIVATE KEY-----
b3BlbnNzaClrZXktdjEAAAAACMFLcZIINI1jdHTAAAAGYmMNYeXBAAAAAGAAAABAZDMYDdr
h3NpGCEJ7HOFrRAAAAEAAAAAEAAAGZAAAABINZAC1kc3MAAACBAD+NTKKkac IDMMAF /284X
hprhép+pgry3eDxqGNelK2wHLXWXqQ0MgHs /mcJsIoNhMSU92MHApLHUEceLGo1KMkHaAF
BcnwyuMnm7FL5+eM128d8F13aKWXI7dSDoh0In@I rDed82waMrxwkMpbAZNnwzWVWSqZV0
vZ7jla+bIeKXAAAAFQDBjPbMFhZ8f2itKCcddDkhvL4kbQAAAIEAB jW2+b3KPuM/M5P4HK
k8Grwx0SkD/94f7gfcCwGHaMMBAFdaG4xnKx7qkqqBOI+3ETd35y6M2GxRwRUES+B7pfmF
y7bxqgwBq9V04iFkDXHE484vyTSZn09V4rf25cuXj805SUoLYBtTOECcINZdoaum3VTylyY
VaPULaM/mSvR4AAACBAMVST7wOLd529)YC6HaOm/8QNvnMzz6bRe20e2WdNpzgFK2Fa2F1
mP7FZVTmIm6xbl4Gogqri+nHb5uDHG6I9bTWIS1Ck31jenM3E+a30nvHsYAvdggaWHGUBMQ
411bDZ96xq26BvRw]zqSrToHj9le+/sPwuTZ+3Y j4xTIeyM4kZAAABEMx 14SNI0OBPSWdLC
2ZNJebxyl19CtXbaVgGTIeBONdYYLnPI6T riiWznRoRFS2uH5D0YRVDr5tVHoYM3n+31/y1
kH28+zYdCDSVFHk3ZtSQ77pno/UenziGPI9ECKikmCsi@mSSWZP3wkYxYmriCyCcU4CmCBw
BACBLCXSUu@kU41sEnVVQwfARMIhyFbZ1K9jbDn92Hwugqwlu3C3dIP3fZ6TDWz5 rMTVHNC
U44RVgcaIlC3RHFvEX3YyyAY12vD9447x+9babKgZ6NgWlfqltkVxRvTEqeS6ZMF2L9wGs
8GCalS8YLZEFIUieiZUPxbTto7jQbagqwrHsmY2XyzbtGRTAQZ3xyMrYiz20M3gT4xvCrA
pZkU9seaDy/aHggdADn+rdoRihCIdh4t16T/KE8TYn8BybOKzOETBDDKTKBPotyptjidkax
S8dH/etkS6d3e@BtnpYFzHkbSFnyMfs jXdLKkiPH219msvom4rto0bvxEMvcVMn31LdeYr
YFT5dtBHMO9hs+8eTfVectOnpanF3Ydle26z04szz1tt56GEREGNUDVSBLIIchCCKENLSI
4G6qCM+dC561oUstLIuIZSmn2B5NhALITC67IIqtmsDjrfzSTpCI2t@tGtVei8ITrLskfkap
ghvRhGpL55doF30ps=
————— END OPENSSH PRIVATE KEY-----




SUITE AU"ID_DSA.PUB"

GNU nano 7.2 id dsa.pub

Hsh-dss AAAAB3NzaClkc3MAAACBAO+NTKkacIDmMAF/28+Xhprhép+pgry3eDxqGNelK2wHLXWXqQOMgHs /mcJsIoNhMSU92MHApLHUECeLGol

Les deux fichiers sont differents car I'un est la clé d’identification et 'autre clé
public




maxime@debian:~$ ssh-copy-id -i ~/.ssh/id_dsa.pub root@192.168.20.167
Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/maxime/.ssh/id dsa.pub"”

‘::::::' . <:::E|- j]. j]. /'
The authenticity of host '192.168.20.167 (192.168.20.167)"' can't be established.
ED25519 key fingerprint is SHA256:]j4Gydc3+KMpSg+dsyKaWFuo@hh/YKezRgFQr3wl7stI.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint]}? yes

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already install
ed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new
keys

root@192.168.20.167"'s password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'root@192.168.20.167"'"
and check to make sure that only the key(s) you wanted were added.

FAIRE LA MEME COMMANDE POUR
LES AUTRES UTILISATEURS GRACE
AU CHEMIN D'ACCES A LA PLACE DU

" "
~




Pour voir les clé autorisée

Commande : "(nano ~/.ssh/authorized_keys)"

ssh-dss AAAAB3NzaClkc3MAAACBAM2qaTQABXV37cakn7XUBGu9P1RwelTVDNOFBvHMOICIDZGLQvQqZBjFIrjmciyGDAadDdsiMMIAuUio]jUE
HEWCUUN rNGWZ29nHONgvi90rYQAAATEAKNaEML /eCIFFENELVEZW] gs‘r’srq+LvaHﬂmrLﬂl[}PdmﬂE 1sdHc6e98LC40I6YwkdAZmMgQWE73ab
ssh-dss AAAAB3NzaClkc3MAAACBALdhS9FeMp9tiQcUHESSe41p5BulGt2HhE1Db+ksKelt2uFx70gbXLZg5sGqAMSLEzkxmzwap,/6zXGnmAMG
ssh-dss AAAAB3NzaClkc3MAAACBALAhS9FeMp9tiQcUHESSe41p5BulGt2HhE1Db+ksKeit2uFx70gbXLZgSsGqAMSLEzkxmzwdp,/6ZXGnmAmMG



Connexion a
partir du client

root@maxime-HP-ZBook-15-G5: /home/maxime# ssh userl@l9z.168.60.880

The authenticity of host '192.168.60.80 (192.168.60.80)' can't be established.
ED25519 key fingerprint is SHA256:j4Gydc3+KMpSg+dsyKaWFuod®hh/YKezRgFQr3wl7stI.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? YES
Warning: Permanently added '192.168.60.80' (ED25519) to the list of known hosts
userl@l92.168.60.80's password:

pASPermission denied, please try again.

userl@l92.168.60.80's password:

Permission denied, please try again.

userl@l92.168.60.80's password:

Linux debian 6.1.0-17-amd64 #1 SMP PREEMPT DYNAMIC Debian 6.1.69-1 (2023-12-30)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
userl@debian:~$ |




Apres config du fichier

#lLoginGraceTime 2m
de SSh AllowGroups root, ssh

|.-H—\.|.-\.|-\.-\.-:J.I_h-\.-\.|.-\.J. == = IJ-\.I-\..-JJ-\. [T N

AUTORISATION AU PERSONNES DU GROUPE SSH
ET ROOT A ACCEDER AU PC EN SSH




Connexion au compte qui
n'est pas dans le groupe

root ou ssh

maxime@maxime-HP-ZBook-15-G5:~% ssh user3@l92.168.60.80
The authenticity of host '192.168.60.80 (192.168.60.80)' can't be established.
ED25519 key fingerprint is SHA256:j4Gydc3+KMpSg+dsyKaWFuo@hh/YKezRgFQr3wl7stI.
This host key is known by the following other names/addresses:

~/.ssh/known hosts:1: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.60.88' (ED25519) to the list of known hosts.
user3@l9o2.168.60.80's password:
Permission denied, please try again.
user3@l92.168.60.80's password:
Permission denied, please try again.
user3@192.168.60.80's password:
user3@192.168.60.80: Permission denied (publickey,password).




naxime@maxime-HP-ZBook-15-65:~% ssh user2@192.168.60.80
15er2@192.168.60.80's password:
_inux debian 6.1.8-17-amd64 #1 SMP PREEMPT DYNAMIC Debian 6.1.69-1 (2023-12-36)

En revanche avec =«

rhe programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in Jusr/share/doc/*/copyright.

, [ ] [ ]
1 utlllsateur 2 Jebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

sermitted by applicable law.
1ser2@debian:~$ |
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